X< Insicon Cyber

CAPABILITY STATEMENT

Award-winning cybersecurity partner for Australian and New Zealand businesses, spanning
board cyber advisory, managed compliance, and 24/7 managed security operations.

STRATEGIC ADVISORY COMPLIANCE & GOVERNANCE

e Cybersecurity Strategy Development e Compliance Support for ISO 27001

e Board and Executive Cyber Advisory (InfoSec), ISO 42001 (Al), ISO 9001

e Cyber Risk Assessments and Quantification (QMS)

e Compliance Readiness (ISO 27001, ISO e Essential Eight Implementation and
42001, Essential Eight, SOCI Act, Privacy Act Management
1988, NZISM, NZ Privacy Act 2020) e Privacy Act Compliance (Privacy Act

e Al Security and Governance 1988 Australia, NZ Privacy Act 2020)

e Emerging Technology Advisory e Managed Compliance as a Service

e CISO-as-a-Service e Audit Preparation and Support

e Security Architecture Design e Compliance Gap Assessments

e Policy and Procedure Development e Regulatory Reporting
e Sovereign 24/7 Adaptive SOC (aSOC) e Security Tool Implementation

e Threat Detection and Response (Firewalls, XDR, SIEM, and more)

e Security Incident Management and e Multi-Factor Authentication (MFA)
Response Deployment

e Vulnerability Management e Backup and Disaster Recovery

e Security Event Monitoring and Analysis e Network Security Implementation

¢ Al Red Teaming, Penetration Testing, and e Endpoint Protection and Management
Guardrails e Cloud Security Implementation

e Managed Detection and Response (MDR) e Web Security and Filtering

e Threat Risk Assessments e Zero Trust Architecture

e Security Stack Optimisation Executive Cybersecurity Briefings

e Unified Security Management . Tabletop, Business Continuity, and

e Technology Integration Services Cyber Simulation Exercises

e Security Tool Rationalisation e Security Awareness Training

e Phishing Simulation and Testing
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